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Disclaimer *

This room is an unsafe harbour

We am not subject to any NDA

No one from Oracle has previewed this presentation
No one from Oracle knows what we are going to say
No one from Oracle has supplied any of our materials

This presentation is about released products,
currently available, that work extremely well

What we are going to emphasize today are those
things you need to know to move your career and
your organization forward

You may rely upon this presentation to make
decisions for yourself and your enterprise

Oracle Corp. Is not responsible for anything we say
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I'm supposed to talk about the ODA
(Oracle Database Appliance)
but let's talk about something

equally important first
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What DBAs Do

Manage databases
deploy them
patch them
upgrade them
secure them
performance tune them
troubleshoot them

Confronted by any Oracle database we can always
find something about it that can be improved.
Especially if someone else was managing it before us

Would anyone in this room want to have their
databases graded by Jonathan Lewis, Alex
Gorbachev, Tanel Poder?

| wouldn't!
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The Great Switch Fiasco

The environment: RAC Cluster built with Sun M9000s

At a major telecom where the network expertise is as
good as it gets

Application used to monitor network stability and real-
time optimize call routing and performance

Existing cluster interconnect is 10gEth, non-routable,
jumbo frames, with dedicated Cisco 5010 switches

New cluster interconnect is 10gEth, non-routable,
jumbo frames, with dedicated Cisco 7010 switches

What could possibly go wrong?

And how much sleep would be lost in triage and
Implementing the fix?
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If ODAS had been installed

Packet would not have been rejected

No outage would have been required

An SLA violation would not have occurred

The customer would have been happy

DBAs would have gotten to to go home and sleep

Many people: ops management, system admins,
network admins, project mangers, outage managers,
Network Operations Center personnel, would not
have spent countless hours on an outage bridge
listening to support engineers from three different
companies point fingers or ask for just one more
system state dump



Static Puzzle Pieces

RAM Manufacturer & Version

Onboard Drivers

32bit / 64 bit

Se rver Sockets, cores, threads Drivers
Manufacturer & Model

Patch Level

Internal Drives
Character Set

HBA / NIC Cards - P,
Other Apps: Antivirus, Email, TripWire, Netbackup

Kernel Configuration

Edition

Version
patch Leve!

init parameters
Character Set

Compression
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Animated Puzzle Pieces
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It's hard to get your arms around a barrel of squid
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[ ONELINESS

IF You FIND YOURSELF STRUGGLING WITH LONELINESS, YOU'RE NOT ALONE.
AMND YET YOU ARE ALONE. S0 VERY ALONE.
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The Solution

make different, and better, decisions
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What is an ODA?

Literally: An appliance
Though in 2010 we had to pay extra for the power cords

First announced Sept 2011
Latest generation is X4

Two node RAC cluster
2 X Intel Xeon E5-2697 v2 12-core processors per node
24 cores per node
256 GB memory per node
18TB double or triple mirrored ASM
4 x 200GB SSD for redo logs
Redundant 10gEth internal interconnect

Oracle Enterprise Linux 5.9
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Storage Expansion

Start with 18TB
Double or triple mirrored ASM

Optionally add an additional
18TB for a total of 36 TB with an expansion shelf
Includes four additional 200GB SSDs
Pay-as-you-grow
Storage
CPU

Enterprise Edition, RAC, and other licenses too
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Licensing Options

Database
Enterprise Edition 11gR2
High Availability
RAC
One Node: for "active-active"
Server failover: for "active-passive"
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Additional Value Adds

ZFS Storage Appliance
OVM: Oracle Virtual Machine
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ODA Front
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ODA Back
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ODA Back
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Discussion

wWhy an ODA?
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Why an ODA?

Minimize complexity from rack-and-stack to full
deployment

Fast installation and configuration
Ease of maintenance and patching

Faster database performance than hardware not
engineered for the Oracle database

Stable

.. but the best reasons to deploy ODAs:

Freedom from System Admin tyranny!
Freedom from Network Admin indifference!
Freedom from the Storage Admin gulag!
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But ODA's are not perfect
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Oracle didn't make them childproof
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Discussion

Installation
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Real World Deployments

BC Hydro
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Step 1: Power On
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Step 2: Wait for OK Lights

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org



Step 3: Log In as root
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Step 4: A little Linux Configuration
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Step 5: Perform ILOM Configuration
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Step 6: A Little Network Config
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Install Screens: 1
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Install Screens: 2
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Install Screens: 3
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Install Screens: 4
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Install Screens: 5

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org



Install Screens: 6
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Install Screens: 7
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Install Screens: 8
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Install Screens: 9
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Install Screens: 10
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Install Screens: 11
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Value Adds

The ILOM
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System Information: System Information Overview
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System Information: System Information Overview
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System Information: Component Management
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System Information: Fault Management
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System Information: Identification Information
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Remote Control: Host Control: Remote Console
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ILOM Warning Message
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More Value Adds: High Availability

RAC
Data Guard
RMAN

Replication
GoldenGate
Streams

OEM Cloud Control 12c

Diagnostic Pack
Tuning Pack
Data Masking Pack

One-Button Solutions
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Support Center
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STIG Download
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STIG Script

STIG Script Syntax

The script logs its actions in the
"lopt/oracle/oak/log//hostname/stig/" directory

-check  checks the system for guideline violations
-force  re-runs the script even if there are no violations

-fix used to implement guideline recommendations
lock and unlock options can be used to enable or disable
direct ssh logging as root. Direct ssh login as root is required
for Patching and therefore before patching, the unlock needs
to be executed.

Sample usage
#./stig.sh -fix
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STIG Script Output: Category 1

2012-06-28 01:18:12

2012-06-28 01:18:12 :
2012-06-28 01:18:12 :
- [STIG ID : GEN004640] : [CH
2012-06-28 01:18:12 :
2012-06-28 01:18:12 :
:[STIG ID : LNX00580] : [CH
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :

2012-06-28 01:18:12

2012-06-28 01:18:12

2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN000340] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN0O0080O] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN000620] : |
2012 - 06- 28 01:18:13 : [STIG ID : GEN000640] : [CHECK] : For
2012-06-28 01:18:13 :
- [STIG ID : GEN0O00700] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN001120] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN003080] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN000920] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : LNX00340] : [CHEC

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:35 :
:[STIG ID : GEN004560] : [CHEC

2012-06-28 01:18:35

Daniel A. Morgan |

: Running stig script version: '
2012-06-28 01:18:12 :
2012-06-28 01:18:12 :

Executing script : ./stig.sh
Checking for stig violations o

List of Category-1 stig violat
[STIG ID : LNX00140] :[CH

[STIG ID : LNX00320] : [CH
[STIG ID : LNX00320] : [CH

[STIG ID : 2006-T-0013] : [CH
[STIG ID : LNX00040] : [CH

List of Category-2 stig violat
[STIG ID : GEN000020] : [CHEC

[STIG ID : GEN000340] : [CHEC
[STIG ID : GEN000460] : [CHEC

[STIG ID : GEN00060Q] : [CHEC
[STIG ID : GEN00060Q] : [CHEC
CHEC
[STIG ID : GEN000480] : [CHEC

[STIG ID : GEN000540] : [CHEC
[STIG ID : GEN000580Q] : [CHEC

[STIG ID : GEN00210Q] : [CHEC
[STIG ID : GEN002960] : [CHEC

[STIG ID : GEN003200] : [CHEC
[STIG ID : GEN005400] : [CHEC

[STIG ID : GEN003865] : [CHEC
[STIG ID : GEN00400Q] : [CHEC

List of Category-3 stig violat

damorganl2c@gmail.com ww

1.0
-check
n system ‘orclsys1'

ion found by script
ECK] : Password for grub not enabled
ECK] : sendmail decode command is not commented in /
ECK] : Privilege account 'shutdown' is present
ECK] : Privilege account 'halt' is present
ECK] : Ctrl-Alt-Del combination to shutdown system
ECK] : RealVNC rpmis installed on system
ECK] : Support for usb device found in kernel

ion found by script
K] : Single user mode boot is enabled without a pas
K] : Non privileged account oprofile found on system
K] : Non privileged account avahi-autoipd found on s
K] : pam_tally not used to lock account after 3 cons
K] : remember not used in PAM configuration files
K] : Force of at least one lower case character is
K] : Force of at least one upper case character is
K] : Force of at least one numeric character is not

ce of at least one special character is not set for

K] : Login delay is not enabled in /etc/pam.d/syste
K] : Maximum age for a password change is more than
K] : Password can be changed more than once in 24 h
K] : Password length is less than 8 characters
K] : Direct login as root is enabled from ssh
K] : ekshell supported by the pam.rhost
K] : Access to cron is not through cron.allow and cro
K] : Permission of file /etc/crontab is more permiss
K] : Permission of file /etc/cron.deny is more permi
K] : Permission of file /etc/syslog.conf is more per
K] : Permission of directory /root is more permissi
K] : tcpdump rpm is installed on system
K] : Permission of file /bin/traceroute is more perm
K] : Unnecessary account ftp found on system

ion found by script
K] : sendmail version is not hidden.

w.morganslibrary.org

: FOUND
etc/aliases : FOUND
: FOUND
: FOUND
is enabled : FOUND
: FOUND
: FOUND
sword : FOUND
: FOUND
ystem : FOUND
ecutive failed logins : FOUND
: FOUND
not set for password : FOUND
not set for password : FOUND
set for password : FOUND
password FOUNI
m-auth : FOUND
60 days : FOUND
ours : FOUND
: FOUND
: FOUND
: FOUND
n.deny : FOUND
ive than octal 600 : FOUND

ssive than octal 600 : FOUND
missive than octal 640 : FOUND
ve than octal 700 : FOUND
: FOUND
issive than octal 700 : FOUND
: FOUND

- FOUND



When is an ODA the right answer?

Small to medium sized operation
Stand-alone or inside a much larger enterprise

Desire ease of an appliance for
Installation
Configuration
Patching
Maintenance
Lower operating cost

High availability

Admin team too busy with other responsibilities to
manage the complexity of RAC
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What i1s ZFS?

Designed to protect data on disk from data corruption
caused by bit rot

Similar advantages as ASM

A 128 bit file system

Eliminates the SAN lost write issue
Integrated logical volume management
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What is a ZFS Storage Appliance?

NFS Mount to ODA or anything else
Deduplication

10X — 50X compression with Hybrid Columnar
Compression

Optimized storage hierarchy with Hybrid Storage Pools
containing DRAM, flash cache, and disk drives

Simultaneous multiprotocol support across multiple
network interconnects, including GbE, 10 GbE, fibre
channel and InfiniBand

12c¢ Cloud Control Integration
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What is a ZFS Storage Appliance?

Enterprise class Network Attached Storage (NAS)
Choose the size that meets your needs

Hybrid Columnar Compression (w/o an Exadata)
Hybrid storage pools for DRAM and Flash caches
DTrace storage analytics

Use for
Backup and Restore
Cloning
Data Masking

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org



ZFS 7420

Y2 Rack Exadata
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ZFS Internals

PDU

Dual Controllers

120TStorage
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ZFS BUI: Config Services
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ZFS BUI: Config Storage
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ZFS BUI: Config Storage
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ZFS BUI: Config Network Config
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ZFS BUI: Configuration Services LDAP
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ZFS BUI: Maintenance Logs
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ZFS BUI: Configuration Alerts
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ZFS Storage Appliances
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Virtual Machines

There are a lot of VMs on the market
VMWare
Hyper-V
IBM LPar (Logical Partitions)

AIX - P Series
zLinux - Z Series

Sun Containers
OVM ... the Oracle Virtual Machine

Most are generic and work well for app and web
servers or for standing up development environments

Most are totally unsuitable for enterprise-scale
databases

Support matters
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Why Does OVM EXxist?

Think about Oracle's development environment

Think about virtualizing on one machine versus
materializing on multiple machines

Enterprise Architecture

Resource pools
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OVM
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OVM

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org



ODA OVM Architecture

Manager

Privileged
Database
Environment

DOM-BASE

Hypervisor

Applications and Templates

DOM-BASE

Hypervisor

ODA
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OVM
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Questions

ERROR at line 1.:
ORA-00028: your session has been killed
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Thank you

Thank you for taking the
time to join us today

If you are not actively involved in the COUG
today Is a perfect day to join
and support yourself and your community

do

25TH ANNIVERSARY

(S

Calgary ORACLE
Users Group
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