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If you buy the Oracle Database just to have columns and
rows ... Oracle will gladly sell you columns and rows

If you buy the Oracle Database and pay extra for RAC,
Active DataGuard, Advanced Compression, Multi-tenant,
and In-Memory DB ... Oracle will gladly sell you that too

But the Oracle Database licenses you already own
Include a staggeringly large range of tools that you have
already paid for but are probably not using

This presentation's sole purpose is to remind Oracle's
customers that there is tremendous value in what they
already own and that they owe it to themselves, and their
employers, to maximize the value received

This presentation will show how to secure a database
with passwords no one can hack
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Is this a solution everyone should adopt?
No

Is this a solution that some of you should adopt?
Perhaps

This i1s an example of thinking outside of the box

Of combining Oracle Database capabilities to create
something that Oracle does not offer as a feature

It is my sincere hope that you not only consider what |
am presenting here today but also what you might create
and share with the community
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DECLARE
s VARCHAR2(200);
i PLS_INTEGER;
BEGIN
I := utl_Ims.get_message (601, 'rdbms', 'oci', 'English’, s);
dbms_output.put_line("English: OCI--00601 is: ' || S);

i :=utl_Ims.get_message(601, 'rdbms', 'oci', ‘Spanish’, s);
dbms_output.put_line('Spanish: OCI--00601 is: ' || S);

i :=utl_Ims.get_message(601, 'rdbms’, 'oci', ‘German’, s);
dbms_output.put_line('German: OCI--00601 is: ' || S);

i :=utl_Ims.get_message(601, 'rdbms', 'ocl', 'French’, s);
dbms_output.put_line('"French: OCI--00601 is: ' || S);

i :=utl_Ims.get_message(601, 'rdbms', 'oci', 'Danish’, s);
dbms_output.put_line('Danish: OCI--00601 is: ' || S);

I :=utl_Ims.get_message(601, 'rdbms', ‘oci', "Turkish', s);
dbms_output.put_line("Turkish: OCI--00601 is: ' || S);

i :=utl_Ims.get_message(601, rdbms’, 'oci', ‘Swedish’, s);
dbms_output.put_line('Swedish: OCI--00601 is: ' || S);
END;
/
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SELECT gen_random(schema_name)
FROM dual;
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CREATE OR REPLACE FUNCTION gen_random(access_to_schema IN VARCHAR?2)
AUTHID CURRENT_USER
RETURN VARCHAR2 IS

uname VARCHARZ2(30) :=sys_context(USERENV', 'authenticated_identify");
ameth VARCHAR2(30) := sys_context(USERENV", 'authentication_method’);
cpname VARCHAR2(30) := sys_context(USERENV', 'client_program_name');
cuname VARCHAR2(30) := sys_context(USERENV', 'current_user_name’);
dblink VARCHARZ2(30) := sys_context(USERENV', 'dblink_info");

eident VARCHARZ2(30) :=sys_context(USERENV', 'enterprise_identity");

itype VARCHARZ2(30) := sys_context('USERENV', 'identification_type");
ipaddr VARCHAR2(30) := sys_context(USERENV', 'ip_address');

isdba VARCHAR2(30) :=sys_context(USERENV', 'isdba’);

netpro VARCHARZ2(30) := sys_context(USERENV', 'network_protocol’);

osuer VARCHARZ2(30) := sys_context('USERENV', 'osuser’);

proxyu VARCHARZ2(30) := sys_context(USERENV', 'proxy_user’);

srvc VARCHARZ2(30) := sys_context(USERENV', 'service');

term VARCHARZ2(30) := sys_context(USERENV', 'terminal’);

PRAGMA AUTONOMOUS_TRANSACTION;

BEGIN

-- verify values here for the schema access being requested
-- validating criteria can include day of the week and hours of operation

END;

$0
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CREATE OR REPLACE FUNCTION gen_random(access_to_schema IN VARCHAR?2)
AUTHID CURRENT_USER
RETURN VARCHAR2 IS

rStr VARCHARZ2(50) := dbms_crypto.randombytes(25);

sVal POSITIVE := dbms_random.value...

PRAGMA AUTONOMOUS_TRANSACTION;
BEGIN

execute immediate 'ALTER USER ' || acess_to_schema ||
"IDENTIFIED BY ™ || SUBSTRB(rStr, sval, 30) || ";

dbms_scheduler.create_job(
job_name=>'A' || TO_CHAR(btLen),
start_date=>SYSDATE+10/86400, -- this is 10 sec. for demo purposes only
enabled=>TRUE,
auto_drop=>TRUE,
job_type=>'PLSQL_BLOCK,
job_action=>'DECLARE x VARCHAR2(30); BEGIN x :=
gen_random(access_to_schema); END; ");

RETURN SUBSTRB(rStr, sVal, 30);
END;
/
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CREATE OR REPLACE FUNCTION gen_random(access_to_schema IN VARCHAR?2)
AUTHID CURRENT_USER
RETURN VARCHAR2 IS
PRAGMA AUTONOMOUS_TRANSACTION;
BEGIN
-- insert into audit_table date-time and validation info.
COMMIT;

c := utl_smtp.open_connection('smtp-server.morganslibrary.org’);
utl_smtp.helo(c, 'morganslibrary.org’);
utl_smtp.mail(c, 'mailsys@morganslibrary.com’);
utl_smtp.rcpt(c, 'recipient@oracle.com’);
utl_smtp.open_data(c);
send_header('From’, "'Sender" <database_name@morganslibrary.org>");
send_header('To’', ""Recipient" <security _team@morganslibrary.org>");
send_header('Subject’, 'Database Security Threat’);
utl_smtp.write_data(c, UTL_TCP.CRLF || 'An invalid attempt was made to ...");
utl_smtp.close_data(c);
utl_smtp.quit(c);

RETURN dbms_random.string('X', 30);
END;
/
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CREATE OR REPLACE TRIGGER logintrig
AFTER LOGON ON DATABASE
CALL gen_random('INTERNAL_RESET') -- pseudocode - trigger must make function call
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LISTENER= (ADDRESS_LIST=
(ADDRESS=(PROTOCOL=tcp)(HOST=)(PORT=1521)(RATE_LIMI T=yes))

)
CONNECTION_RATE_LISTENER=4
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